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What i1s Winlink?

e Winlink 2000 (WL2K) is a global amateur radio service. Remember,
there is no privacy over amateur radio.

e [tis subject to amateur radio regulations of the country where each
participating station is located.

« On HF PACTOR, the radio users of the Winlink 2000 system initiating a
contact are present as control operators, and therefore, WinLink 2000
operations do not fall within the category of "automatic control" per U.S.
FCC Part 97.221 as described within Part 97.221, such operations are
either under "automatic control" or "local or remote control.”

e Winlink 2000 complies with FCC Part 97 Section
— §97.109 Station control, for 3rd Party traffic rules
— 897.219(c) for 3rd Party traffic Content Rules
— 897.309 for data emission codes
— 897.403 Safety of life and protection of property



The Founders

 What is now the Winlink 2000
development team has evolved since the
early 1980's. The original program, Aplink
(Amtor-Packet link), an earlier DOS-
based mailbox program and the first
versions of Winlink were the brainchild of
Victor D. Poor, W5SMM, then a semi-
retired engineering executive and one of
the major forces behind the development
of the modern microprocessor.

* Hans Kessler, N8PGR
e Steve Waterman K4CJX ———>
« *Jim Jennings W5EUT

« *Jim Corenman KEG6RK (created the Airmail program)

 Rick Muething, KN6KB

* Indicates not currently on WDT



The Current WDT

Victor D. Poor, W5SMM
Rick Muething, KN6KB
Steve Waterman, K4CJX
Tom Lafleur, KAGIQA
Lee Inman, KOQED

Don Moore, KMOR

Bud Thompson, NOIA

Tyler Gaillard, KT4XD
Lor Kutchins, W3QA

Neil Hughes, VE1YZ

Don Trotter, VE1DTR

Phil Sutherland, VK6KPS
Peter Woods, N6PRW
Michael Kasteli, OE1IMCU
Gerhard Kmet, OE3ZK



The History

e Early 1980’s — ApLink (Amtor-PACKET Link) created

 NavyMARS asked for a smaller client version to use aboard ships
called PAMS

 Mid-80’'s — With the advent of Windows programming language, Vic
upgraded the program to Winlink Classic (never meant to interface
with Internet email)

e 80-s/90’s — Hans enhanced Winlink Classic

 Latel990’s — NetLink provided the interface between radio digital and
Internet emaill

e 1998 - Steve, Rick, Hans, and Vic, met in Cleveland, Ohio, and
planned Winlink 2000, (1999-to-present).

« Therestis history!



The Mission

WL2K MISSION

Our primary mission is to provide our agencies with the value-
added services they want.

They want “interoperability among all available services.”

Today, that includes digital messaging in the form of de facto e-mail
extendibility from all available resources. We have such a network in place.
It is now up to us to be organized and trained with the proper tools to
respond to any casualty event. Certainly, in such events, being available to
provide de facto e-mail where it is otherwise unavailable is key.




The System — Part 1

5 Full-time, Redundant, Mirror image, Common Message Servers
(CMS)

— Halifax, San Diego, Washington DC, Perth Australia, and Vienna, Austria,
— All in hardened sites, providing excellent reliability, worldwide.
— Wash DC is DHS sponsored, Halifax is Canadian Sponsored

« 165 total HF Radio Message Servers, worldwide

« 2 major Service Classes maintaining separate operations.
— Public & EmComm & Amateur

— Government (MARS controlled).
 More than 346 VHF/UHF entry points in CONUS.

« Over 99% system availability since Nov, 1999.



How does it work?

USER

(That's
you!)

Radio
Message
Server

134NT3L

The Internet “Cloud”

TELNET TELNET
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Common
Message
Servers




CMS Topology

/

N

* E-mail IN and OUT
* Real-Time RMS access
* Real-Time TelNET access
« WX and other Info
 Position Reporting

HALIFAX c;x
SAN DIEGO CMS

WIEN (VIENNA) CMS

— A/VDHS HQ CMS
2y

PERTH CMS

* Mirror image, redundant Common Message Servers (CMS) provide:

IETF RFC 2821 de facto e-mail between Winlink 2000 users and Internet

Recipients over telnet, Web mail or Radio links.

Retrieval of Weather and other information available as files or URL pages from

the Internet.

Position Reporting for Mobile applications.
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RMS Topology

 Radio Message Servers “RMS” are always connected to the CMS System
via the Internet in a star network topology, serving as radio nodes on the
Winlink 2000 network.

— RMS Pactor for HF provides short or long haul availability to internet e-mail.
— RMS Packet for VHF/UHF “last mile” e-mail availability to Internet e-mail.

— RMS Relay provides continual communications with the CMS system when nd-
Internet is available to bridge the “last mile.”



The System — Part 2

e Geography of RMS stations

« “Last Mile” RMS Packet provides real-time access
to the CMS system

« RMS Gateways provides real-time access to the
CMS system

 Two separate clients — Airmail & Paclink

12



The System — Part 2

« HF RMS stations operate on +/- 5 HF freguencies

« 151 amateur frequencies (80 Tri-Service MARS) are
assigned to RMS stations based on geography

« HF RMS stations ‘scan’ the frequencies on a rotational
basis

e Scanning operates at about 1ch each 5-10 seconds.
 When they detect a calling station, they connect.

 When the transaction (up/down messages) is complete,
they resume scanning

13



HF RMS PACTOR Stations Worldwide

85 Public 30 EMCOMM 45 MARS 1 UK Cadet Force

14



e To CMS’s (Round Robin)

]

[

RMS HE Pactor RMS VHF/UHF Packet

« RMS Gateways provides real-time access to the CMS system from many
locations, worldwide. It actually bridges HF radio to the Internet.

The RMS systems are separated into “classes” such as the “Government”
class, or the Amateur Radio class.

In each class, the RMS system nodes are all redundant, mirror images of each
other.

Should an RMS Pactor Gateway be separated from the Internet, it will become
invisible to the radio user.

Radio users understand that they may check in on any RMS Pactor Gateway
within their licensed class, depending on propagation, and the RMS availability

to the Internet.
15



To CMS’s (Round Robin)
NO Internet

1StRM % nd RMS
VHF/UHF Ml z{Sll=
Packet

Packet

RMS HF Relay (with small
Retention data

HF RMS Pactor Radio Network

« “Last Mile” RMS Packet provides real-time access to the CMS system from the
“last mile,” in support of local areas such as County governments, or other
communities of interest.

— Multiple RMS Packet (VHF/UHF) gateways may be linked to one RMS Relay for local
hubbing and HF relay to an RMS Pactor gateway.

— RMS Relay allows RMS Packet to reach the rest of the Winlink 2000 system via HF
(Radio) Pactor when local Internet is broken.
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\ |

e To CMS’s (Round Robin) Via Internet
A A

Two separate clients:
— Airmail, a single application client.

— Paclink MP, a single/Multiple user client with standard POP3 e-mail
clients as a user interface. Contains automatic hierarchical routing,
secure login, and “auto-precedence.”

17



Users

* Approximately 15, 000 client accounts

e Approximately 10,000 Weekly Radio users communicating with
over 98,000 Email recipients,

 An average of 150,000 messages or 280,000 minutes monthly
 An average duration of 3.4 Minutes at 3,600 bytes/per message.

 The average time from message origination to pickup for
delivery is approximately 1.0 minute, regardless of distance.

 The greatest growth is now in Emergency Communications
preparedness.

18



The Real Users

In a “Real-Life” Mass Casualty Event, we must
look at WL2K from an “Interoperability”
Point-of-view.

AAAAAAAAAAAAAAAAAAAA

c,*w Health

l’ Ketging Your Hometown Healily

AN
Department of Emergency Management
PORTAL

o Tr
(=2l Security
+ *@ff/ Administration

America
Red Crou

DISASTER RELIEF




Why Winlink is used for EmComm

. Uses de facto e-mail, the World’s standard for written
communications.

. Provides “last Mile” local radio digital messaging directly for served
agencies, using existing e-mail programs, on existing computers,
with no additional “invasive” software...seamlessly and
transparently.

. Provides wide area coverage from inside a disaster area without the
Internet, and with a minimum amount of additional client hardware or
software.

. Has a proven record of reliability, and continues to be responsive to
the needs of its user communities.

Although Winlink 2000 has proven itself to be attractive to the agencies
we wish to serve, like anything else, it must first be Implemented by
those who will benefit by its use. 20



TSA HF Sites — WL2K MARS 5 e s s

Bill Hall / 571-227-4758

[] Northwest Area (Region 5) ) [] southeast Area (Region 2)
- Karen Burke / 571-227-2430 [ North Central Area (Region 3) Scott Johnson / 571 227 4226
BLI . Mark Haught / 571 227 1696
- Southwest Area (Region 6)
-

Jack Shea /571 227 1954

van
Bsaatite
SEA

South Central Area (Region 4)
Gerald Chapman /571 227 2623

Glacier Park
Q6P Haure City-County
HVR
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Ykm O

TriCities
bse O
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s /K SY—
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Cleveland s 34 Strest Hefiport
(0 Wall Street Heliport
R
e R
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Atlantic City
\ ACY
Denver
Colorado Springs
cos
Pueblo
PUB
San LuisOD
sr Q

Alamosa ALS
SantaMarig
SMxX

Santa Barba

Angeles L) A a4
3 Teenville- =
Fl

a O
N HA o £ FlorenceE:
LongBesch L3 w burg Columbia
G
McClellan-} AM. 3 1 A v
CR(
Q : g v
TUP

AIRPORT CATEGORY
A Category X (28)
. ‘ B © category | (56)
e ‘ 3 =% 9 @ category Il (76)
= B S O category Il (125)
. Category IV (173)

O Hub

Infrequent Public Charte

L Total—458)—
PP Airports in red (10)

89

Additions, changes, and deletions since Oct 1, 2008 edition:

g‘r;cfrg;’;tmon Federalized Airports / Dec 1, 2008 e o e i el et
Administration OPR: Airport Federalization, Randy Webb cnarter

TLH —now a spoke of JAX; CPR —from Cat IV to
Cat IIl;

In Alaska — numerous hub / spoke changes;
GJT - name change to Grand Junction Regional



What’s up?

e Real Time status

— CMS servers

— HF Pactor RMS stations
— VHF RMS stations

— Other

e Presentation

— Raw Data available

— Google Graphics available

22



Real-Time Status - CMS

Common Message Server Status
Outiine Vienna, Austria
@2008/ 04/ 07 07:58 UTC Last Update “ WI en"

CMS Site - Halifax

2008/04/07 07:58 UTC

CM5 Access Port

Running

2008/04/07 07:57 UTC

CMS Inguires

Running

2008/04/07 07:57 UTC

CMS Position Reports

Running

2008/04/07 07:57 UTC

CMS Queue Processor

Running

2008/04/07 07:58 UTC

CMS Site Monitor

Running

2008/04/07 07:58 UTC

CMS SMTF Client

Running

2008/04/07 07:58 UTC

CMS5 SMTP Server

Running

2008/04/07 07:57 UTC

CMS Telnet Server

Running

2008/04/07 07:57 UTC

CMS-CMS Link

Running

2008/04/07 07:57 UTC

CMS Site - Perth

2008/04/07 07:58 UTC

On-Line

CMS Access Port

Running

2008/04/07 08:00 UTC

CMS Inquires

Running

2008/04/07 08:00 UTC

CMS Position Reports

Running

2008/04/07 08:00 UTC

CMS Queue Processor

Running

2008/04/07 08:00 UTC

CMS Site Monitor

Running

2008/04/07 08:01 UTC

CMS SMTP Client

Running

2008/04/07 08:01 UTC

CMS SMTP Server

Running

2008/04/07 08:00 UTC

CMS Telnet Server

Running

2008/04/07 08:01 UTC

CMS-CMS Link

Running

2008,/04/07 08:00 UTC

CMS Site - SanDiego

2008/04/07 07:58 UTC

On-Line

CMS Access Port

Running

2008/04/07 07:58 UTC

CMS Inquires

Running

2008/04/07 07:57 UTC

CMS Positicn Reports

Running

2008/04/07 07:57 UTC

CMS Queue Processor

Running

/04/07 07:57 UTC

CMS Site Monitor

Running

/04/07 07:58 UTC

CMS SMTP Client

Running

2008/04/07 07:58 UTC

CMS SMTP Server

Running

2008/04/07 07:57 UTC

CMS Telnet Server

Running

2008/04/07 07:57 UTC

CMS-CMS Link

Running

2008/04/07 07:57 UTC

CMS Site - Washington

2008/ 04/07 07:58 UTC

on-Line

CMS Access Port

Running

2008/04/07 07:58 UTC

CMS Inquires

Running

2008/04/07 07:57 UTC

CMS Position Reports

Running

2008/04/07 07:57 UTC

CMS Queue Processor

Running

2008/04/07 07:58 UTC

CMS Site Monitor

Running

2008/04/07 07:58 UTC

CMS SMTP Client

Running

2008/04/07 07.57 UTC

CMS SMTP Server

Running

2008/04/07 07:57 UTC

CMS Telnet Server

Running

2008/04/07 07:58 UTC

CMS-CMS Link

Running

2008/04/07 07:57 UTC

not shown
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Real-time Status

- ALL HF RMS

Tue 31 Jul 2007 18:06:33 UTC

South Minneapolise
_Dakota |

lowa  Chigagoa 1,1,
 linois |ndiana Ohie -

3 Ewn

Kansas TMissmri Lodkvites
Wichita .m“imi@_ cky

T i L -
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MNew L ~5
Mexico '
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ElPaso -E
Te

i o ! Alabam

h"i'!?m‘." e GED q

a Louisiana Tallahasseas

an s ELEs "
Antonio®  Howslo -

Lare: .m

Mexico

Help

Blue = Public

| Phia
 West
Virginia
Virginia®g

Columbia

Satellite

Hybrid
2 Green = EmComm

Brown = MARS

Red = Off-line

FHOva
Scotia

AN \Vermont,
\ig s New Hampshire

oL IE

e

Charaid
and

Morth Atlantic
Ocean
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Real-Time Status — VHF RMS

orsan
[ map | satelite | Hybrid |

T
ey

4

South Pacific
Gcean

Wed, B Ang 2007 19:57-44 UTC Halp Bl Current, [0 Status recsived within & hours, Il Status older than & hours

VHF/UHF
Telpac/RMS Packet:

346 Active shown

MARS VHF numbers
increasing (not
shown).
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REAL TIME STATUS - TELPAC/VHF RMS

San
Francis ncisco )

Gcean

Mlnnes ;

Soutn Minneapolise 440
G Dakota i "ﬁ

I - !“ 1,
Mebraska ‘,Icrwa mn

—

Wed, B Aue 2007 10:537:44 UTC Help

B Current. [ Starus recsived within & hours, Bl Stztus older then § hours

-.Snuﬂ"'l-
5 T

Map | Satemtel H],rbnd_|

;-‘Unma

and

Québe M = MARS NOT
A’E;mnﬂmk A

SHOWN
“ Maineys %u?a

Ermont:
ki Mew Hampshire

\ - Mnssaclwsens
$ “ﬂnmnﬂnm

Carolina - \

Carolina
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Near Real-Time Proactive User Position Reports

MARS NOT
SHOWN




Real-Time Status — MARS HF RMS
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Client Programs

e Airmall

— Written by Jim Corenman, KE6RK
— Adapted for MARS use (v3.3.0.81)
— Uses NTIA/ITS ICEPAK program for propagation predictor

 Paclink

— Written by Rick Muething, KN6KB

— 3 Versions
* Paclink - obsolete
 PaclinkMP — current

« PaclinkW — Beta testing

29



Alrmaill

Written by Jim Corenman KEG6RK

¥ AirMail - [Message Index]

2] File Edit View Message Tools Modules Window Help - O x
! i B )
ﬁ Airtail Message ID || From | To | Yia | Subject
=10 C:\Program files! | e s ——— HAM. Telr,.. Spok:i44.7M,122 4w
+-i 3 Inbox 15002 _MMNOKUL  MNMOKLL HAM.Teln...  ffMARS RJTEST OF POSTING
+-(20 Outbox $14GEI0SIGZ2G] query-teply@, ., HAM. Teln...  GFS:77M,7PM,777E,777E
[ Trash

£ | | >

e L | DA ——_— 1 Calmmk~d (] =T L= T BT



Alrmaill

Module selection

Ennnectinn] Settings] Fu:ulu:lers] .ﬁ.utuﬂ.nswer] Fh:uuting] Fontz  Modules l Spelling] SODICEE
Enabled Modules - - - : — - -
pol T auto-Stat W Show in Taskhbar

[~ Mail [popssmtp) Client I AuoStat [T She

W WHF Packet Client Setup | [ Auto-Stant W Show in Taskbar

v Irternet Access [Telnet] [ auto-Statt W Show in Taskbar

[ Mail [pop/smtp] Server Setup [ auto-Stat [ Show

[ WHF Packet Server Setup | [ Auto-Stat [T Showi :

[ Position Reports [ AutoStatt [T Showin T

Current logritude from MMES interface [can alzo be uzed for manual entry if not greped out)

ES ¥ Show Hints

Apply | Eanceli ok | 31




Alrmaill

Setup Screen 1

: Settingsl Fnlders] .ﬁ.utu&nswer] Fh:-uting] Forts ] Madulesl Spelling] Subject
Modem [THC] Connection

todem type: |F'T C-llex

.|

Coaonarn Paort: |EEI k4

[

Baud Rate: | 57600

|

[EdgePort [I63876393-1] Serial

Fort-4)
[ Show Link Messages

Advanced zettings |

Audio Tones

Center

Frequency: |'I R00

{" LSB
v USE
" F5K

{~ AFSE [ marine

R adio Connection [optional)
" Mone
~

~

i+ Direct via COM part: |COMS vl

Fadio t_','l:lE!Z||l3I:II'I'I-|:|I'-.-" j Baud: |9600
i Addifhes): 00 YFOi s Mo |

Dial offset (he) [00 Marrow Filker [
=
Arnplitudes: [

F5k.: (140

FSE: (170

v Shaow Hints

Apply | Eancel| ok |
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Alrmaill

Setup Screen 2

= AirMail - [Message Index]

2 File Edit View Message Tools  Modules

YWindow  Help

ARG

AirMail Options

Connection  Settings | Fnldersl ﬂ.utu&nswerl Fh:uutingl Fonts I Mndulesl Spellingl

= [ Spztem Setting
HaM |

Eallsign:lK?GJT

1] String:l

F adio F'asswu:nrn:l:l
[ Hide Pazsswords

—BBS Forwarding Protocol—————————————
Usze basic BES protocal only

Offer FEE ASCH protocol ["F™)

Dtfer FBB Binary Level O["BF™

Offer FEBE Binamy Lewel 1 ["B1F]

Offer FEB Binam Lewel 2 ["B2F") *

< i | FBE Receive First: [

~Feyboard Mode 7 Station Location————

T | Lat: [45°33 75N
Cend words (+ Lor: I'I 22732 80'
Whale lines Grid: [CNEsm

SendTH W

Current meszage number: IBEIEIEI

b ax characters per line: IEiEI
Show Header Panel [w
Show Local Time Zone [

Cloze Replied-to message v
illovy MIME encoding ™

Defer Incoming larger thar: IEI

~Meszzage

Reject incoming larger thar: ID

Tvpe a few letters to zearch Fromd/To, or F3 to Find Mest

v Show Hints

Apply I Eancell k. I

Filling in grid
square will
auto-populate
Lat/Lon
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Alrmaill

Internet Module (TELNET) (transaction example)
T e EB]X]

= Internet Access (Telnet) |Z||E|[Z|

2
B File Edit Tools

= II . @ IE |'W'L2K j Settings | Delete | MNew |

2003/04/03 04:38:33 Opening connection to; SERYER MWIMLIME ORG: 3772
2009/04,/03 04:38: 33 Connected to; SERVER WIMNLINE. ORG: [199.106.113.130:8772]

Callzign :
KFGIT
Pazzword ;

xxxxxxxx

[WL2K-2.0.0.11-B2FIHM$] Connected to San
SarDiego CMS » Diego CMS
[tk ail-3.3.081-B2FHIM$] .
wL2K de K7GJT [CHE5m]

FF

Fo

Session End

2009/04/03 04:38:45 Telnet Port Disconnected

T Data R« Data
< 0/0 0/0 bytes
Caonnectiar
[ Before connecting, first u:IiaI:| j [ then hang up
Auta check:

[ Check evemn ity at |_ minutes after the even interval

................

Check All | Cancel | Close™

....................
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Alrmaill

HF Terminal (PACTOR)

< AirMail - [Message Index]
&) File Edit Wiew Message Tools Modules ‘Window Help

J < Terminal
&

File Edit “iew Control Mode Help

@8 D X | |[+7e0

20090402 04:50:12 PTC-lex moderm initislized OF, s
< Modem zeriali: 07100000E34BEZERS » =
¢ Profezzional [Pactor-3] firreware wer: 3.9, P-3 icense OF, > =

Airmail Confirms
TNC is ready to go

£

Tx Data Ru Data
0/0 bytes 0/0 bytes
[ [

|Pactor?: Standby: Occupied |Dial freq= 3620.70 USE A




Alrmaill

HF Terminal — ‘F8’ propagation predictor

< AirMail - [Message Index] I;|IE”X_| rﬁ:ﬁ?

2 Fil= Edit Wiew Message Tools Modules ‘Window Help ‘0‘};

- [o]x]
¥ Propagation | ” E]E'

—Fram our lacation T o station locatio Parameter _—
— — & Reliability
Lat: |45°34'N Lat: |36°06N Freqglkhz]: IEI?EI?E.ELEI?'I 01.24.14076.9.14106. 78,0363 . 2,03631. 284,10123.9.10141. 28,131 MR

Lan: | 122733/ Lan: |LEE"48%/ Sunspats: {100 SFI{100  Date:|2009/04/03 Pre-Calc 7 GMT Time
Grid: |CM85m Grid: |EMEEoC FACS, Mashville/TH: Distance= 1703 MK at 97°T Update _|
L WTBD » 00 01 02 03 04 05 07 09 09 10 11 12 13 14 15 16 17 18 19 20 21 22
A Wl
RVS Stations | 3 keeno 512 I I S >« A
(g1 VEBKES =R R = o R

Closest to . Ik | 7076.9 37 E5 20 ¢
farthest I KEl=a
“ 7101.2 37 65 8

T L KB
: S 3 KAEIDA 10123.9 32...
L WEIM 10141.2 az.l.

3} WESKSD

93] 93 9
3t KLTEDK 14076.9 92 94 93 95 97 84) 52
Gvow e aa ok s o o ErrE
g o 13103.9.... an| sa| 58 43 38... 42 85.... 45 52 R4 50.
G WA 191027 84 84 68 43 EDIE| 58 43 33 218 42 o5 o7 98 93 93 46 52 54 5097 &8

A3 KASET

- {3f NEPGR
3 VEZAFD v

Frequencies 36




Alrmaill

GFS Spot-Forecasting capability

= AirMail - [Cat Tree]
ﬁ File Miew Message Tools Modules Window  Help

o 4= © b B Y = 7 9
GFS Spot-Forecast Parame... £| ;I

(4

—Lacation——— 1 Farameter

Lat [45*19'N FRRSL
S WIMD
Lo | 123716% [ |HGTA00
[ | SFCTHMP _I

—Forecast Timez E THPS00
z THPE50
EvETY |E_j hirs WAVES
o RalM
for |5 | days E LFT

~Moving Forecast 0E—{-0280E——120E——1E0E——1R0W——1 2000300 — 04 ;I
speed: 0.0 X |
Course: |1 j@l Spot [GFS] 45713FM | 123716 (121, 176]
' Cancel | Send :
§ Saildoc
Ligt D ate * Request (to be sent once)

" Subscrbe for |14 daps, to be sent every IH hours atIEIEI:EIEI UTc E"I'Sﬂl

|III Messages, none selected |EI4:5E~:49 ukc o




Alrmaill

GFS Spot-Forecast

F AirMail - [BY1QQ009775R.msg]

] File Edit Wiew Message Tools Modules Window

[T i}
From:  query-reply@saildocs, com
To: KFEIT

Subject: Spaokidd, T, 122 4W

Data extracted fromwm file gf=090403-00
Data extracted fromwm file ww3i-20020403
request code: Zpot:44.7N, 122.4W| 5, 6|1

Forecast for 44°42ZN 12Z°24W (3ee note

Date Timwme WIND DIR PREZ3 WAVEZ DI
utc kt=s deg hPFa mtr=s de

04-03 0&6:00 g.4 275 1015.85

04-03 12:00 g.1 Z64 1015.3

04-03 15:00 §.3 259 10:Z0.1

04-04 00:00 7.5 E71 1021.2
04-04 0O&:00 2.9 271 1023.9
O04-04 1Z:00 3.2 124 1024.8
04-04 13:00 4.5 033 1023.5
04-05 00:00 4.4 075 1015.1
04-05 0a:00 9.5 025 1020.0
04-05 12:00 9.7 099 1019.7
04-05 1&:00 7.5 092 1018.:2
O04-0& 00:00 4.1 053 1015.1
04-06 0Oa&:00 9.3 036 1018.=2
O04-06 1Z:00 2.1 091 1017.4
O04-06 1&:00 d.1 032 1014.8

04-07 00:0o0 5.4 054 1010.3
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Alrmaill

Transaction receiving messages

¥ Internet Access (Telnet)

File Edit Tools

. @ @ |"'J"'J"|-2K ﬂ Settings| Delete‘ New|

2009/04,/03 05:05:56 0 pening connection to: SERWVER WIMLINE ORG:3772
200940403 05:05:57 Connected to; SERVER WIMLINK. ORG: [203.59.28.61:8772)

Callsign :

KFGIT

Pagzword ;

[w/L2K-2.0.0.11-B 2FIHk$]

Perth ChS =

[Airbd ail-3.3.081-B2FHIM §]

SfL2K de RFGIT [CHE5Em)

FF

FCEM BO02_MNMMOEUL 1561390

FC EM 4GG3DSIGZ2G) GBS 444 0

FC EM Bv100Q005775R 4230 21520

F» B2

FS Y

Receiving 8002_MWMMOELL "//ARS R/TEST OF POSTIMG".. .Decoded OF,
Receiving 4GG3DSIGE2G) GRS PN P E Y PE". Decoded OF,
Receiving 8Y10R0097 78R "Spat:44. 7M. 122 £ Decoded OF.
SwiL2K de EFGAT

FF

Fol

Seszion End

2003/04,/03 05:06:12 Telnet Port Digconnected

Tx Data A= Data
040 2738/27 35 bytes
Connection
| Before connecting, first I:Iial:l j [ then hang up
Auto check

7 Check every it at |_ mitiutes after the even interval

Check all | Cancel
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Radio
Message
Server

134NT3L

The Internet “Cloud”

USER TELNET TELNET

Airmail

d

S—

w

T

Common
Message
Servers




Paclink

e Paclink FJD

— Required Internet connection
— Will work with more than one account

e PaclinkMP (Multi Protocol) B?F

— Can use without Internet connection
— Replaced by Paclink 3.0

 PaclinkW (WINMOR) FJD

— Can use without internet connection
— WINMORE embedded as additional capability




Paclink

Inside your PC

Paclink
Client

Internal

eMail Server
K/

127.0.0.1
Network IP

Paclink acts like an
email server. The
Internal as well as the
external email clients
can connect into it

\

Internal
Email
Client

External
PC

External
PC

42



Paclink

Radio/TELNET window

Logs  Update

Help  NextPallin 13 Minutes

Message Server window

*** Starting Telnet ChanneMARS WLZK TELNET at 20009/03/19 07:53:00
*** Requesting connection t§SanDiego.Winlink.org
*** Connected

Callsign :
NNKOUL

Password :

[WL2K-1.8.0.0-B2ZFIHMS]

‘SanDiego CMS3 =

;FW: NNKOUL NWNNOKUL NNNOGCC NNN-AS010 NNN-AS008 NNN-ASLO1
[Paclink-900.1.0.3-NODB2FIHMS]

- WLZK DE NNKOUL (CN85RO) QTC 0.

EE:

FQ

Session End

*** Telnet Disconnected

*** Session Statistics: 0/0 message bytes sent; 00 message byvies received
*** Closing MARS WL2K TELMNET at 2009/03/19 07:53:03

From: NNMNOKUL@Winlink.or
Subject IMARS RITEST
YRVUBSYWHKAYD delivered to JINN-AS010

From: NNNOKULEWinlink:

Subject /IMARS R test
POP3 link from NNN-AS0D 009/03M19 07:25:13
JK12IG2ZBCVPQ delivered toNMNN-AS002

From: NNMOKLIL@Winlink.org

Subject IMARS RITEST
YRVUBSYWHKAYD delivered to NNN-AS008

From: NNMOKLUL@Winlink.org

Subject: IMARS R/ test
POP3 link from NNN-ASLO1 at 2009/0319 07:25:18
JK13IG2BCVPQ deliverad to NNN-ASLOT

From: NNNOKUL@Winlink.org

Subject /MARS RITEST
YRVUBSYWHKAYD delivered to NNN-ASLDT

From: NNMOKLUL@Winlink.org

Subject /IMARS R/ test
POP3 link from NNKOUL at 2009/0319 07.25:18
POP3 link from NNKOUL at 2009/0319 07.27.04
POP3 link from MNKOUL at 2009/0319 07:37:01
POP3 link from MNMNOKLL at 2009/03/(18 073701
POP3 link from NNN-ASL01 at 2009/0319 07:37.01
POP3 link from NMNN-A5008 at 2009/0319 07:37:01
POP3 link from NNN-AS010 at 2009/0319 07:37:01
POP3 link from NNNOGCC at 20090319 073701
POP3 link from NNN-ASD08 at 2009/03/19 07:47.01
POP3 link from NNNOKUL at 2009/03/19 07.47:.01
POP3 link from MNN-ASL01 at 2009/0319 07:47-01
POP3 link from MNKOUL at 2009/03/1% 07:47.01
POP3 link from NNN-AS010 at 2009/0319 07.47.01
POP3 link from NNNOGCC at 2009/03M19 074701

m

4

Tdle | ——

] To Clients: 0 To Winlink: 0




Paclink

Using Paclink w/Thunderbird - 6 MARS WL2K accounts

S inBekoPNNNOKUL@winlink.org - Thunderbird

File Edit View Go Message Tools Help
-ﬁ = L'q»‘* L‘i) I\b—] 07+ x 6') =y . G - 4 #2 Subject or Sender
Get Mail Write  Address Book | Reply ReplyAll Forward | Tag Delete Junk  Print Back Forward
@fighler | Block >4 Unblock More... ~ ‘
Alll Folders orfft & O Subject &3 Sender M  Date > B
1 =1 =] NNKOUL . f/MARS R/OX1C NET NNNOBP@Winlink.org 1/14/2009 5:58 PM
‘=7 Inbox . /{MARS R/CHNAVMARCORMARS INFO BCST02... « NNNOBP@Winlink.org + 1/15/2009 6:09 AM
[ Trash . //MARS P/SHARES COORDINATION NETWORK (... =« NNNOBP@Winlink.org + 1/15/200912:13 PM
1| SPAMfighter . //MARS P/SHARES COORDINATION NETWORK ...+ NNNOCC@Winlink.org « 1/15/20094:12 PM
2 I NNNOKUL //MARS R/CHNAVMARCORMARS INFO BCST02... - NNNOCC@Winlink.org 1/15/2009 4:12 PM
¢ Inbox » /{MARS R/0X1C * NNNOCC@Winlink.org + 1/15/2009 4:12 PM
 Drafts . //MARS R/CHNAVMARCORMARS INFO BCST10... = NNNOCC@Winlink.org + 3/11/2009 6:33 AM
[=7] Sent . //MARS R/CHNAVMARCORMARS INFO BCST10... + NNNOBP@Winlink.org + 3/11/2009 6:43 AM
] Trash . //MARS R/R TEN ECOM BCST 20 NNNOCC@Winlink.crg 3/13/2009 7:22 AM
|1} SPAMfighter . //MARS R/ECOM BCST 20 «  NNNOBP@Winlink.org + 3/13/2000 7:24 AM
3 (=1 [=] NNNOGCC . //MARS P/ACTUAL EEI Castle Rock, WA, NNNOKTM@Winlink.org + 3/16/2009 6:24 AM I
¢ Inbox . //MARS R/ALNAV 018-09 NNNOCC@Winlink.crg + 3/16/20097:38 AM
- Drafts //MARS R/ALNAV 019-09 NNNOCC@Winlink.crg = 3/16/20097:38 AM
[=7] Sent . //MARS R/ALNAV 019/09 + NNNOEP@Winlink.org + 3/16/2009 8:05 AM I
7 Trash . //MARS R/ALNAV 018/09 +  NNNOBP@Winlink.org + 3/16/2009 8:06 AM
“[ ]} SPAMfighter . //MARS R/TRAINING NEEDED + NNN-ASE01@Winlink.org + 3/16/2009 11:09 AM
4 (=[] NNN-AS010 " /fMARS R/NMCM ALE ROSTER +  NNNOBCI@Winlink.org = 3/16/2009 2:34 PM
iz Inbox . //MARS R/REGION TEN BCST 02/09 «  NNNOCC@Winlink.erg = 3/17/2009 5:08 PM |
i) Drafts //MARS R/NNNOASO BROADCAST 02/2009 « NNNOBP@Winlink.org = 3/17/2009 5:33 PM
[ Trash . //MARS R/TEST NNNOJBG@Winlink.org + 3/18/2009 9:32 AM |
"]} SPAMfighter . f/MARS R/ACTUAL INCIDENT EEI MESSAGES NNNOCC@Winlink.org 3/18/2009 5:30 PM |
5 = [~ NNN-AS008
‘=7 Inbox
‘] ;;T::%fighter = Subject: //MARS R/CHNAVMARCORMARS INFO BCST 02-09
6 ol From: NNNOCC@Winlink.orq
L= Inbox Reply-To: NNNOCC@Winlink.org
i) Trash Date: 1/15/2009 4:12 PM
[} SPAMfighter To: NNNOGCC@Winlink.org
= i Local Folders # Ce NNNOEGK@Winlink.org , NNNOGIZ@Winlink.org , NNNOGMO@Winlink.crg , NNNOJWF@Winlink.org ,
¢ Inbox
L b Unsent DE NNNOASA ‘005
L[] Trash R 151200Z JAN 2009
H FM NNNOASA VA
|/} SPAMfighter TC NNNOALL
BT
UNCLAS
SUBJ: CHNAVMARCORMARS INFC BCST 02-08 &
¥, Unread:0  Total: 21
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How does it work?
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The Internet “Cloud” Common
USER TELNET TELNET Message
Servers
w/PACLINK
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WINMOR

* Rick Muething, KN6KB, is lead coding PaclinkW and RMS
HF software

« PC Soundcard ARQ mode for WL2K Digital Messaging
 No external TNC required

* Not a replacement for PACTOR 1, 2 or 3

e This is an additional HF mode for WL2K

o Speed expected to be between P2 and P3

e PaclinkW in Beta ‘desktop’ testing

* Limited HF RMS testing next step

* To be fully deployed in ???
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WINMOR

e Picture of WINMOR client

WINMOR Sound Card TNC

Settings Abort Help Select Test Cycle OFF

Connection State Receive
KNEKEB Rov Level: m— : 0 Decode Qualty 100
| ]
IS5 IDLE IRS Offset: L 0.1 Hz
=200 +200
LR #*mt Frame: Fcv Frame: Bytes Received:
Long 15 Car QPSK Data gAG4

+ + + + + + + + + + + + + + +

Diata bytes queued: LLELLE
Data hytes sert: 1]

Data bytes confimed: LEEEET
500 Waterfall 2KHz 2500
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WL2K at work...
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“The Real World,” does it really work?

Example of agency use:
Hurricanes, Typhoons
“The” AsianTsunami
Failure of IntelSat 804
Forest Fires (US, Australia)
Humanitarian Missions
Health Mercy Missions
Research Missions
Missing/distressed vessels (continual)
Agency EmComm

{-:@3-5 Homeland
w7 Security

FADCA




----- Original Message----- :,_r_e{
From: Hennigan, Joe ®)= HomEIand
Sent: Friday, March 09, 2007 11:13 AM N5 SﬁCllI'ltY

To: Chief, Army MARS

Subject: The Department of Homeland Security Sponsorship of Winlink 2000.

The Department of Homeland Security (DHS), Operations Coordination Directorate (OPS) has made great strides
over the last 3 months in support of the Military Affiliate Radio System (MARS). In cooperation with Army MARS,
and DHS Transportation Security Agency, DHS Operations Coordination Directorate (OC) has installed a WinLink
2000 system, to include hosting one of four redundant, mirror image, Common Message Server (CMS) Hubs, a
Radio Message Server (RMS,) and end-user client applications for HF Operations.

WinLink 2000 is a COTS application suite, allowing users the ability to extend an e-mail capability and GPS
Positioning data between an HF Radio and the internet. DHS has the capability to literally pass data from anywhere
in the world, no matter how austere. DHS is one of many Government Agencies with HF radio capabilities, but this
particular solution provides DHS with a unique set of extended capabilities.

The WinLink 2000 system consists of many different components, making it very stable and reliable in times of
need. WinLink 2000 is utilized by many Emergency Response Agencies, including the Department of Defense
(DoD). The MARS Winlink 2000 radio messaging system can both be contacted through this application via
conventional HF/VHF/UHF radio communications, or via standard e-mail through the MARS Winlink 2000 radio e-
mail system, to any number of operators throughout the world to get messages promptly delivered where normal
standard e-mail does not exist. This is critical to any emergency response requirement.

This capability is proof positive of the DHS's commitment to enhancing emergency communications.
Best regards,

Joe Hennigan,

Director, Technology Support

Operations Coordination Directorate
Department of Homeland Security S0



URLS of Interest

Winlink 200 Website:
e http:/www.Winlink.org

Yahoo Groups:

e http://groups.yahoo.com/group/wiZkemcomm Winlink
o http://groups.yahoo.com/group/airmail2000  Airmalil
e http://groups.yahoo.com/group/WINMOR WINMOR

o http://groups.yahoo.com/group/LOADING WL2K USER P
ROGRAMS For the ‘Digitally Challenged’
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Winlink2000.org Website

®WINLINK 2000

Global Radio Email System 1y i+

Home About Applications E-mail Us How-to... Links Maps

Winlink 2000

Winink 2000 (W 2K)1s a worldwide system of volunteer resources
supporting e-mail by radio, with non-commerdal inks to internet e-mail.
These resources come from Amateur Radio, the Miitary Affilate Radio
Systems (MARS), and other volunteer organizations. The system
provides valuable service to emergency communicators, and to licensed
operators without access to the internet. The Winlink Development
Team (WDT) is committed to continuous improvement using the most
efficient and effective radio modes and protocols for local, regional and
long-distance applications, together with modern computer and
networking technology.

To use the Winlink 2000 system, you must hold an Amateur Radio
license or be a member of a supported organization or agency. Use of
the system and all software is free of charge for those who qualify.

is an al-volunteer, non-profit project of the Amateur Radio

ndation, Inc. It functions only through your generous
donations and the unselfish efforts of hundreds of Amateur Radio
operators around the world. Please support WL2K with your tax-
deductible donation.

Telpac Network Support Ends

[ Seeen

Reports Software WebMail Login FAQ Site Login

Quick!

« Is this an EMERGENCY? Concerned about a WL2K user or famity
or friends at sea? Get help through Winlfink 2000 NOW.

Want the position of a WL2K user? Click here.
Want to get started using Winlink radio email? Go here.
= Update your software with the latest HF freguency st.
Get the latest on WINMOR.
This is a big site. FAind anything fast with the Search tool, above.

View This Site in Your Language

Google Translate
Select Language

This is a reminder. As we previously announced, beginning the afterncon of March 5 Telpac stations that attempt a logon wil get a message "Invalid

gateway indicator - Disconnecting”.

Tel s NO TS on the Winlink 2000 system. Telpac Sysops should upgrade to RMS Packet or Linux RMS Gate ftware.
Learn more al vare: click >
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Yahoo Group Website

Yahoo! My Yahoo! Mail

Maore » Get the New, Safer IES

YAHOO! GROUPS

¥7 Search

Hi, Gary ¥ | Sign Out | Help

WEB SEARCH

VERIZON TRIPLE PLAY

Uerizon High Speed Intermet + DiFtEL'TV‘ + Phone

Get 55 off every month

fmuhrahredml.rummn \/’/;mrimn

Online Exclusive
Limited Time Offer!

| ———
Get it Today
CLICK FOF MORE IRFORMATION

WINMOR

Home
Messages
Post

Files
Photos
Links
Database
Palls
Members
Calendar

Promote
Groups Labs

(Beta)
Applications

m Settings

Group Information

Members: 723

nnnOkul « NNNOKUL@pacifier.com | Group Member - Edit Mermbership

Search for other groups...

Start a Group | My Groups

If you are (or were) experiencing problems with Yahoo! groups, visit the Groups blog for more

.  information
Home
Activity within 7 days: 30 New Members - 9 New Messages - New Questions
Description
Please state your valid % WINMOR Sound Card THC

amateur radio call sign when
requesting membership. If vou

forget to state your call sign, - o

you will be contacted via your o P
registered email address. So,
be sure that vou register with a ],
working email address that

vou check regularly! If you Dt bk uomind
don't respond to the request, Dt Lk ik
your membership cannot be s et

approved. We cannot infer

Ficw Frame
long 15 Car GPSK Dute

L LCEH

20000

vour call sign, even if vou may

use it in yvour email address (unless it is an ARRL address).

#* This Group is owned and moderated by Joe, N2Q0J, of Queen Creek, AZ. **

‘-‘FI"GMDR. is an HF digital pt‘ol:c:ccﬂ designed for use with the “Il‘llm]\ 2000 network. VE'IE‘TMOR will Ellmlnate the

TTa Al TATTATY P

immT i o
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WL2K for Dummies

HWINLINK 2000 —

Global Radio Email System "1 &1+

—

Home About Applications E-mail Us How-to... Links Maps Reports Software WebMail Login FAQ Site Login

"WL2K For Dummies”

by Bud Thompson, NOTA.

298¢  This 5 not a book, but an on-ine course of instruction for those serious about learning how to use the EmComm “last mie”
WINLINK2000  nortion of Winink 2000, but who also may feel "digitally challenged.” In this course, it is possible to set up and experience WL2K
RADIO .f—"m‘u e-mai over Amateur Radio without a data modem (TNC) or a radio. Al that is required & a Microsoft Windows 2000 Pro (or
better) computer, Internet access, and a valid Amateur Radio License,

To take this short course, and have lessons delvered by regular emai, you must join the Yahoo Group at
http://groups.yahoo.com/group/LOADING_WL2K_USER_PROGRAMS/ moderated by NOIA, 'Bud’ Thompson. You download
the lessons from the fie area of the group, and Bud and the gurus answer any questions and help you address any problems.
You wil work through several assignments at your own pace, and then determine if you wish to get further involved with a TNC
and compatible radio over the air!

REVISED course now includes Paclink MP!
Here are the assignment headers:

« ASSIGNMENT #1 - Collecting Information and Cataloging Equipment
Estimated time - 10 Minutes or less

In this assignment you wil learn  the computer-associated equipment you have avaiable is sufficient for downloading, instaling, and configuring
the several programs that will be used for packet and the WL2K radio e-mail system. It is not necessary for you to have any radio equipment or
data controller/TNC to compete this assignment (or this course!)

You will akso introduce yourseff to the group.




Credits...

Much of the information contained herein
provided by:

e Steve Waterman, K4CJX
— Winlink 2000 Network Administrator,
— Winlink 2000 Development Team

e The www.Winlink.org website

« EXperience...!
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=3 Statute Hiles

Tropical Storm Dean
August 15, 2007
5 AM EDT Wednesday
NwS TPC/National Hurricane Center
Advisory 8
Current Center Location 122 N 44.2 W
tax Sustained Wind 50 mph
Current Movement W at 18 mph
@ Current Center Location
® Forecast Center Positions
H Sustained wind > 73 mph
S Sustained wind 39-73 mph
[~ Potential Day 1-3 Track Area

SEE PRODUCT NOTICE BULLETINMN FOR FURTHER DETATILS

40N . .............. Fers R R Sttty B '— ..........
SHADED REGION | : ; ; :
5 :

I
DANGER AREA

Ic

TROPICAL ANALYSIS AND FARECAST BRANCHLD 7oy
HIAMI FLORIOA 331
*|_vALIO: 0800 UTC WED AUGUST 13 24007

0 : : .m 2.007 ........ ;. .............. ;. ........... “;.. ............ Z;
170H 160W 1504 140W 130W 1200 1104 100 SOW
VALID: 0800 UTC Wed Rusust 13, 2007

3 Iropical storm Force Wind speed Frobabilities -
Faor the 120 howrs (S days) frem 2 AM AST Sat Aug 18 10 2 AM AST Thu Aug 23
2o f ;

[

! Bl ., I H
Probability of fropical storm force surface winds (1-minule average == 3% mph) from all fropi
& irdicates HURFICANE DEAN certer [ozation 2l 2 AWM AST Sal Aug 10 2007 (FerecastiAdvisory #21)

HSH

cal l:].rdunas

[ e — — s e—
% 10% #% Bl A% i &l i irs s 0o

It IS just a
matter of time..
Are we ready?
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Mohile HF rig and antenna: $1,200...
PACTOR 1l Modem: $1,000...

{Q e Ability to send email when
commercial communications
systems fail: Priceless

p——

http://www.winlink.org



Questions?

Gary J Takis, K7GJT

K7GJT@arrl.net - K7GIT@winlink.org - NNNOKUL @winlink.org
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